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Abstract

This chapter presents a comprehensive and systematic review of the various tech-
niques and tools used for information extraction (IE), focusing on social media. The
aim of the review is triple: (1) identify the techniques and tools used for IE applied to
social media, with a recommendation on when to use these techniques and tools; (2)
determine what applications along with the social networks use IE from social media;
and (3) identify the challenges associated with IE from social media. We combined
Kitchenham and the PRISMA methodologies to conduct the systematic review. Guided
by a review protocol and quality assessment, 58 papers were selected and analysed.
This review highlights the potential of social media information extraction, empha-
sizing the central role of Machine Learning alongside emerging techniques like trans-
formers. Applications span sentiment analysis, health, security, marketing, and
misinformation detection. Twitter dominates research, though other platforms are
studied. Key challenges include ethics, privacy, data scarcity, accuracy, and computa-
tional costs, necessitating refined methods and ethical focus.

Keywords: information extraction, social media content processing,
transformer-based models, large language models, natural language processing,
machine learning, deep learning

1. Introduction

Information extraction (IE) from text, image, audio, and video content is essential
in nearly all areas of business, including marketing, business decision-making, indus-
trial processes, education, and research. Natural language processing (NLP) is the
field of study that deals with information extraction. It has gone through different
stages from the early rule-based systems to modern machine learning and deep learn-
ing approaches, and is now transitioning to Generative Artificial Intelligence (Gen
Al). Each stage has contributed to strengthening the techniques and tools, making the
field increasingly mature.

The subject of IE applied to social media is fascinating, given the increasing number
of social networks and the massive amount of data generated from them. Innovative
applications in Public Health Surveillance, Crisis and Disaster Management, Brand and
Sentiment Analysis, Misinformation and Fake News Detection, ... are impacting
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individual lives, businesses, and organizations as a result of using IE from social media.
The purpose of this chapter is triple: (1) identify the techniques and tools used for IE
applied to social media, with a recommendation on when to use these techniques and
tools; (2) determine what applications along with the social networks use IE from social
media; and (3) identify the challenges associated with IE from social media.

To achieve the objectives, we combined Kitchenham and the PRISMA methodolo-
gies to conduct a systematic review. The Kitchenham method was used to plan and
conduct the review, while the PRISMA guidelines have served as the basis for analysis
and reporting. In particular, we adopt this pairing to capitalize on their complemen-
tary strengths: Kitchenham provides rigor in protocol design, search strategy, and
quality assessment, whereas PRISMA adds transparency and reproducibility in
screening, inclusion/exclusion, and flow reporting. This integrated approach—still
uncommon in IE reviews—both justifies and improves our methodological contribu-
tion by reducing selection bias, shortening screening cycles through a structured flow,
and leaving an auditable trail that makes the review efficient to replicate and extend.
Following a well-defined methodology, the research objectives were translated into
five research questions, which guided the search for relevant sources. Guided by the
review protocol and the quality assessment, 58 papers were selected and analyzed. The
review confirms the immense potential of social media information extraction while
acknowledging substantial obstacles. Future research must not only refine existing
techniques but also proactively address ethical and practical dimensions, ensuring that
the full benefits of this technology can be realized in an increasingly connected and
data-driven world.

The remaining part of the chapter is organised into four sections. Section 2
describes in detail the methodology. Section 3 presents the data, data analysis, and the
insights drawn from the review. Section 4 discusses the conclusions of the review.
Finally, Section 5 concludes the chapter and gives some recommendations.

2. Background of the study

Information extraction has evolved significantly over time, moving from tradi-
tional basic keyword searches to sophisticated Al-powered techniques. Early tech-
niques relied on simple text analysis and keyword matching. Advancements in areas
like deep learning (DL), natural language processing (NLP), and machine learning
(ML) have enabled more nuanced and accurate information extraction techniques and
tools. Results of these advancements include identifying entities, relationships, senti-
ment, and even complex events from social media data.

Figure 1 reveals a significant growth in the number of publications over the years,
reflecting the increasing interest in information extraction, particularly in the context
of social media and applications of machine learning and deep learning. This upward
trend highlights the growing importance and intense research activity in the field of
information extraction, with a notable surge in interest starting in 2020. This increase
is likely influenced by the acceleration of digital transformation and the rise in data
generated through social media platforms.

This constant and rapid growth of research activities around the topic of informa-
tion extraction from social media has motivated our interest in conducting a system-
atic literature review with the aim to answer to the following question: What are the
most effective techniques and tools for information extraction from social media
platforms, and what are their main challenges?
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Figure 1.
Trend in information extraction research.

3. Methodology

The methodology of this review combines Kitchenham [1] and the PRISMA [2]
methodologies. Kitchenham methodology was selected to conduct the review
because it provides a structured and repeatable process for identifying, evaluating,
and synthesizing research to answer specific research questions. The PRISMA meth-
odology was used for the reporting of the findings. Figure 2 presents the methodology
of this study.

The review is a three-step process: (1) Planning the review, (2) Conducting the
review, and (3) Reporting the results. Steps 1 and 2 are based on the Kitchenkam’s
methodology, while step 3 follows the PRI SMA guidelines. The latter is more robust in
the analysis. The proposed methodology provides a comprehensive overview of
existing research, identify key trends, evaluate current approaches, and formulate
recommendations for future work.
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Figure 2.
Literature review methodology.
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3.1 Planning the review

Two key activities are done at the planning stage: developing the research ques-
tions and developing a review protocol.
3.1.1 Research questions

1.RQ1: What applications are making use of information extraction from social media?
Through this question, the study seeks to determine the main areas where
information extraction from social media is used. Knowledge of the areas of
application helps determine whether extracting information from social media is
of importance for future research.

2.RQ2: What social networks are generally used in information extraction literature?

3.RQ3: What are the techniques and tools used for information extraction from social
media? A survey of the techniques and tools is crucial as it informs on the
effectiveness and efficiency of the current technologies related to information
extraction from social media.

4.RQ4: What techniques and tools are most appropriate for what applications and for
what type of information? The answer to this question guides users on what
technique and tool to choose based on their application and the type of data they
want to extract.

5.RQ5: What are the challenges of information extraction from social media? The
knowledge of the current challenges helps in defining future research directions.

These questions contribute to developing the review protocol by informing the
search strategy to be used. In particular, they serve as the basis for selecting the search
keywords and terms.

3.1.1 Review protocol

The review protocol aims to establish how the study will identify and select rele-
vant studies to include in the review. Developing a review protocol involves two key
components: a search strategy and the inclusion and exclusion criteria.

Search strategy: Our search strategy relies on key thematic axes found in the topic.
These axes are expanded into several search terms as formulated in Table 1.

IEEE Xplore was used to search the sources. The formulation of the search strings
is as follows:

IEEE Xplore:

(“Document Title”:“social media” OR “Document
Title”:“online platforms” OR “Document Title”:“blog”) AND
(“Document Title”:“Information Extraction” OR “Document
Title”:“topicmodeling”) AND (“Document Title”:“machine

learning” OR “Document Title”:“deep learning”)

Keyword-based search does not always guarantee complete coverage of all the
relevant sources. Kitchenkam and Charters [ref] recommend extending the search
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Thematic axes Search terms

Social media Social networks, Twitter, Facebook, Instagram,TikTok, YouTube, blogs, online
platforms

Information Content extraction, text mining,opinion mining, sentiment analysis, event detection,

extraction topic modelling

Techniques and ~ Natural language processing (NLP), machine learning, deep learning, data mining,
tools social network analysis

Table 1.
Thematic axes and search terms.

space. For this study the extension strategy involves selecting 10 sources randomly
from those that have been cited at least 20 times and conducting a one-iteration
backwards snowballing

Inclusion and exclusion criteria: The inclusion and exclusion criteria of this study are
based on five factors:

* Language: The study considered only papers published in the English language.
* Peer-review: The study considered only peer-reviewed publications.

* Originality: The study considered only primary studies, excluding secondary and
tertiary studies, including reviews, meta-analyses, and surveys.

* Thematic: The extension strategy may have included studies that treat
information extraction but not on social media or vice versa. Sources included in
the study must explicitly address information extraction in the specific context of
social media.

* Date of publication: The year 2006 is important in the world of social media for
two reasons: (1) It is the year twitter, now rebaptized X, was created, and (2) it
is in 2006 that Facebook was made available to the public. Therefore, we
consider 2006 as the starting reference year for our study.

With the considerations above, the inclusion and exclusion criteria are presented
in Table 2.

Factors Inclusion criteria Exclusion criteria
Language English Not English
Peer- Peer-reviewed Non peer-reviewed
review
Originality Primary study Secondary or tertiary study
Thematic ~ Addresses information extraction in the specific Does not address both social media and
context of social media information extraction
Date of Published in 2006 or beyond Published before 2006
Pub.
Table 2.

Inclusion and exclusion criteria.
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# Quality criteria Outcome

QC1 Is there a research methodology used? Yes: The methodology is well described

No: There is no or poor methodology

Partially: The methodology is fairly described

QC2 Does it describe clearly, a technique or tool for Yes: Description is detailed

1E No: There is no meaningful description
Partially: The description is missing details
QC3 s the technique properly evaluated? Yes: The evaluation is complete
No: The evaluation is poor
Partially: The evaluation is fair
QC4 s there a specific tool used? Yes: A tool is used with justification
No: There is no tool used
Partially: A tool is used, but the choice is not
justified
QCS5  Does the study include Challenges or Yes: Challenges/Limitations presented
Limitations?

No: No clear indication of challenges

Partially: The challenges/limitations are fair

Table 3.
Quality assessment criteria.

3.2 Conducting the review

The review is conducted in a three-step process, starting with the application of the
review protocol described in Section 3.1.2, followed by the quality assessment of the
sources, and concluding with data extraction.

3.2.1 Quality assessment

All the studies that passed the inclusion and exclusion criteria are subjected to
quality assessment. The quality assessment requires an analysis of the full text of each
study to determine its potential to provide meaningful insights for this review. We
adopted a scoring system used in Ref. [1] to assign a score to each study. The scores
are based on five quality criteria described in Table 3. The possible outcome for a
study and for each quality criterion is either Yes, No, or Partially. The table
describes how the outcome is determined for each criterion. Each possible outcome is
assigned a value: 1 for “Yes,” 0 for “No,” and 0.5 for “Partially.” With this scoring
system, a study that fulfils all five criteria will score 5. Then, we set the acceptance
score at 4 (i.e., 80% of the perfect score).

In summary, all the studies retained after applying the inclusion and exclusion
criteria are scored using the five criteria, and the scoring system, and those scoring
less than 4 are rejected.
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3.2.2 Data extraction

For the studies that meet the quality assessment minimum score of 4, the following
data were extracted:

* The full reference of the study.

* The application area of the study. The application areas include: Sentiment/
Emotion Analysis and Opinion Mining, Event Detection and Crisis Monitoring,
Security and Law Enforcement, Market and Business Intelligence, Political
Analysis and Election Monitoring, Public Health Surveillance, Fake News and
Misinformation Detection, Academic and Social Research, E-Commerce and
Recommendation Systems, Smart Cities and Mobility Analysis, and
Environmental Monitoring.

e The data sources: the list of social Networks involved.
* The techniques used.

¢ The tools used.

The challenges/limitations.

The extracted data are tabulated and analysed following the PRISMA analysis
guidelines. The actual analysis for this review will be presented in Section 4.
4. Results and discussions

Upon applying the search strategy outlined in Section 3.2, the steps and
corresponding number of sources are depicted in Figure 3. An initial list of 7586

Quality Assessment

Full-text articles

excluded based on
|——»| quality assessment
criteria
n=135

Full-text articles
assessed for quality
n=193

Records identified

through database Included
search \

n=17,586

Identification

Screening

Studies included in

Rgcords after Recodoeaeeney qualitative synthesis
duplicates removed — n=>58
g n=7,559 Records excluded =

based on inclusion

Additional records
identified through
other sources
n =357

and exclusion criteria
n=17366

Figure 3.
Review protocol outcome.
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papers was found. Using the backwards snowballing, 357 papers were added, making a
total of 7943 papers. Then, removing the duplicates, we arrived at 7559. With the
screening, 7366 were excluded. The remaining 193 were subjected to the quality
assessment, out of which 135 papers were excluded. Finally, 58 papers were selected
for the final review.

4.1 Data analysis

The data extracted from the 58 sources that were reviewed are summarized in
Tables 4-6. From that summary, we draw the following insights:

* Social networks: Table 4 shows that Twitter, Facebook, and Instagram are the
most studied social networks; and Twitter is by far the most used.

o Techniques and tools: In Table 5, the techniques and tools have been classified into
four groups: Machine Learning (ML), Deep Learning (DL), Transformer-based
Models (TBM), and others. Traditional ML models are the most used, followed
closely by DL.

o Applications: Among the multiple applications of information extraction from
social media, Table 6 shows that sentiment Analysis is the most frequent
application, followed in order by Public Health Surveillance, Security,

Business Intelligence, Marketing, and Event Detection.

Challenges and limitations The analysis of the extracted data uncovers several
challenges, among which the most important are:

* Ethical, privacy, and security considerations,

¢ Generalization,

Social Sources # papers
Networks
Twiter [3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15]

[16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26] 46

[27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38]

[25, 38, 39, 40, 41, 42, 43, 44, 45, 46]

Facebook [3,4,7,8,9,11, 12, 13, 15, 17, 18, 19, 20, 23]

[21, 24, 25, 28, 31, 32, 33, 34, 35, 37, 38, 47] 30

[40, 41, 43, 44]

Instagram [4, 11, 19, 23, 24, 28, 31, 32, 35, 38] 10
Others [8,9, 11, 14, 15, 16, 18, 19, 28, 34, 47]
[25, 41, 43, 48, 49, 50, 51] 18
Table 4.

Distributions of sources by social networks.
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Tech/Tools Sources #papers
ML [3,4,6,7,8,9,10,11, 12, 13, 14, 15, 32, 52]
(Machine Learning) [16,17, 18, 19, 20, 21, 22, 23, 24, 26, 27, 53, 54, 55] 52
[28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 39, 47, 52, 56, 57]
[25, 38, 40, 41, 44, 45, 48, 49, 50]
DL [3,4,5,6,7,8,9,10, 11, 13, 14, 15, 32, 52]
(Deep Learning) [16, 18, 19, 20, 21, 22, 25, 26, 27, 28, 29, 53, 54, 55]
[30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 47, 52, 56, 57] 50
[41, 42, 44, 45, 48, 49, 50]
TBM [3,5,6,7,9, 10, 13, 14, 17, 18, 19, 20, 22, 32, 52, 53]
(Transformer-based Models) [25, 26, 27, 28, 29, 30, 31, 34, 35, 47, 52, 54, 56] 38
[36, 37, 38, 40, 41, 45, 48, 49, 50]
Others [3, 4,6, 8,11, 12, 13, 15, 16, 17, 18, 19, 20, 52]
[21, 23, 24, 25, 27, 30, 33, 34, 35, 40, 41, 47, 52, 54, 56] 35
[25, 38, 42, 43, 49, 50]
Table 5.
Distribution of papers by techniques/tools.
Applications Sources #papers
Fake news detection [3, 8, 10, 11, 15, 16, 28, 37, 43, 50, 51, 52] 12
Business intelligence [3,4,8,9,16, 19, 24]
[31, 38, 40, 44, 48, 55, 56] 14
Event detection [3,6,7,8, 11, 23, 25, 29, 31, 34, 35, 43, 48] 14
Sentiment analysis [4, 11, 13, 14, 16, 18, 19, 20, 22, 27, 29, 30, 53]
[31, 33, 35, 36, 38, 40, 41, 48, 49, 56, 57]
[43, 45, 50] 28
Marketing [4,9, 14, 16, 24, 29, 30, 32, 47]
[38, 40, 41, 48, 57] 14
Security [5, 8, 18, 21, 23, 26, 32, 52, 54]
[36, 39, 47, 49, 50] 15
Public health surveillance [5, 7, 8, 11, 25, 29, 32, 34]
[3, 25, 41, 42, 45, 48, 49, 52] 16
Education [9] 1
Recommendation systems [11, 22, 24] 3
Intelligent vehicle networks [43, 54, 55, 57] 4

Table 6.

Distribution of papers by application.
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Data scarcity,

Real-time processing,

Accuracy and computation cost,
Noise in data,

Processing multimodal and multilingual data.

4.2 Discussions

To discuss the results of the study, we consider each research question and inter-

pret the related results.

10

1.RQ1: What applications are making use of information extraction from social

media? Identifying sentiment analysis as the most frequent use of Information
extraction from social media is not a surprising result. Sentiment analysis is not
only an old explored technique, but also it is involved in many other applications,
including Marketing, security, and health data analytics.

2.RQ2: What social networks are generally used in information extraction

literature? Twitter (now X) is by far the most studied platform, which aligns
with its microblogging nature and the ease of access to its data for research
purposes.

3.RQ3: What are the techniques and tools used for information extraction from

social media? Machine Learning (ML) and Deep Learning (DL) remain the solid
foundation for information extraction. However, Transformer-based models
(like BERT) are increasingly taking over.

4.RQ4: Which techniques and tools are most appropriate for which applications

and types of information? This question requires a correlation between the
identified applications (RQ1) and the techniques/tools (RQ3). This correlation
inferred the following trends:

* Sentiment analysis and fake news detection: NLP techniques and deep learning
(especially recurrent neural networks such as GRU and LSTM, and
Transformer-based models like BERT) are predominant. These methods excel
at understanding linguistic nuances and classifying text.

* Event detection and crisis monitoring: Topic modelling (LDA) and natural
language processing techniques are often used to identify emerging themes and
specific events in large volumes of textual data.

* Security and malware detection: Machine Learning and Deep Learning are
widely applied to identify abnormal patterns and classify malicious behaviors.

* Recommendation systems and business intelligence: Machine Learning
techniques, including topic models and Bayesian methods, are used to analyze
user preferences and extract relevant information for decision-making.
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* Specific applications (e.g., crop yield prediction, load forecasting): Deep
Learning and reinforcement learning are increasingly adopted for their ability
to handle complex data and optimize processes in dynamic environments.

* The choice of the most appropriate technique or tool strongly depends on the
specific nature of the data (volume, velocity, variety, veracity), the available
computational resources, and the performance requirements (accuracy, speed,
interpretability) of the application.

5.RQ5: What are the challenges of information extraction from social media? The
challenges identified by the study underscore the complexity of extracting
information from social media, which is characterized by massive volume, high
velocity, diverse formats, and often uncertain veracity. Future research must
focus on developing more robust, efficient, and ethical methods to overcome
these obstacles.

In terms of techniques in Table 7, a wide range of approaches exist for
information extraction. The most widely used approaches are based on Deep
Learning (DL) and Machine Learning (ML). However, in our work we
emphasize the use of emerging transformer-based techniques, which can
provide better generalization capabilities for extracting data from any social
media platform.

In terms of tools in Table 8, there are both general-purpose in Table 9 solutions
and platform-specific APIs. The strength of platform-specific APIs lies in their ability
to provide highly detailed and reliable data for a single social media platform. By
contrast, general-purpose tools offer flexibility by enabling information extraction
across social media.

* Official APIs are the preferred option for large-scale social data extraction,
offering stability and compliance with platform policies.

* General-purpose tools are useful when APIs are unavailable or when cross-
platform data extraction is required.

* Professional tools and APIs usually require creating developer accounts with
varying levels of access rights.

Category Examples Strengths Limitations
Deep CNN, RNN,  High performance for targeted Requires large datasets and
Learning LSTM extraction tasks (e.g., NLP, image significant computational
recognition). resources.
Machine SVM, Lightweight models, easy to train, Less effective on large-scale or
Learning Random robust for simple tasks. heterogeneous data.
Forest, K-

means

Transformers BERT, GPT,  State-of-the-art generalization across High computational cost (GPU/
T5, LLaMA contexts and media; excellent TPU) and implementation
performance in NLP. complexity.

Table 7.
Comparison of extraction techniques.
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Tool Type Strengths Limitations

Zyte Advanced Handles IP rotation, bans, JavaScript Paid service, requires
scraping APl rendering, structured extraction. configuration.

Bright Web Unlocker Anti-CAPTCHA, anti-ban, global access. High cost.

Data

ScraperAPI Simple API Returns raw HTML; supports JS rendering Limited flexibility for

and geolocation. complex extractions.
Apify Actor-based Ready-to-use scraping robots; accessible via  Steeper learning curve.
platform REST and SDK.

Table 8.
Examples of general-purpose scraping tools.

Platform API Key features Access conditions
X (Twitter) X API v2/vNext Posts, users, Spaces, DMs, Free, Pro, or Enterprise tiers.
analytics.
Facebook / Meta Graph API (v22- Pages, content, insights, Requires Meta Developer
Instagram v23, 2025) publishing. account.
YouTube YouTube Data APIv3  Videos, channels, playlists, Requires Google Cloud API key.
search, upload.
Reddit Reddit API Listings, OAuth, rate limits ~ OAuth authentication required.
and rules.
TikTok Business, Creator & Statistics, content, Access depends on program
Research APIs webhooks, posting. (Business/Research).
LinkedIn Marketing / Partner Recruitment, advertising, Restricted to approved partners.
APIs insights.
Table 9.

Examples of platform-specific APIs.

5. Conclusion

The main objective of this study was to determine the techniques and tools used
for information extraction from social media, as well as the challenges related to this
field. This objective was broken into five research questions that directed the system-
atic review. Through the analysis of the data extracted from the selected papers, we
were able to provide answers to the research questions.

5.1 Key findings

The findings of this systematic review confirm that information extraction from
social media is a dynamic and rapidly expanding research area with the following:

o Techniques and tools: Machine Learning (ML) continues to play a fundamental
role, while more specific techniques such as reinforcement learning and
transformer-based models (e.g., BERT) are gaining importance.
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o Applications: Applications are diverse, ranging from sentiment analysis, public
health surveillance, security, business intelligence, event detection, marketing,
misinformation detection, to more specialized uses across various domains.

* Social networks: Twitter remains the platform of choice for research, although
other social media networks, including Facebook and Instagram, are also being
explored.

* Challenges: Persistent challenges such as ethical, privacy, and security
considerations, generalization, data scarcity, real-time processing, accuracy and
computational cost, data noise, and processing multimodal and multilingual data
require ongoing attention from the research community.

5.2 Implications and future directions

Addressing the challenges identified in this study calls for future research to focus
on developing robust, efficient, and ethical methods. Innovative approaches in data
preprocessing and data fusion are needed to overcome noise and heterogeneity.
Privacy-preserving extraction techniques, potentially leveraging federated learning or
homomorphic encryption, will be essential to address data confidentiality concerns.
Moreover, detecting and mitigating biases in algorithms and datasets is crucial to
ensuring fairness and reliability in information extraction systems.

Scalability remains a pressing requirement given the massive volume and velocity
of social media data.

The integration of Explainable Artificial Intelligence (XAI) could enhance trans-
parency and trust in extraction models, especially for critical applications such as
public safety and healthcare.

While Twitter (now X) continues to dominate the research landscape, expanding
studies to other platforms and considering their cultural and linguistic specificities
will be essential for a more comprehensive and globally applicable understanding of
information extraction.

Importantly, leveraging Transformer-based models, such as BERT and its succes-
sors present a significant opportunity to enhance information extraction capabilities.
These models have demonstrated exceptional performance in handling context-rich,
unstructured social media data, and can support more accurate, scalable, and multi-
lingual information extraction.

Overall, this systematic review confirms the immense potential of social media
information extraction while acknowledging the substantial obstacles. Future research
must not only refine existing techniques but also proactively address ethical and
practical dimensions, ensuring that the full benefits of this technology can be realized
in an increasingly connected and data-driven world.
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